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(EMATUYECKASI TPOTPAMMA JUCUMITJIUHBI
A€71b MPEAMETA: PA3BUTHE HABBLIKOB, HEOOXOAUMBIX 1S peaTH3alii KOMMYHHKATHBHBIX KOMIIETEHLHH, MO3BOIAIOLLIHX

MarucTpaHTam o0LaThes B Ae0BOI 1 HAYUHOIT chepax M BECTH HCCIEA0BATENLCKYIO AEATENIbHOCTL B MEXK/LY HAPOIHbIX
HCCIICIOBATENILCKHX KOJUIEKTHBAX. M3y4atoTest yCTHbIE, MUCbMEHHBIE H JIEKTPOHHbIE METOAbLI OOLLEHHS, @ TaKXKe TMPO(PecCHOHAIbHbIE

TEKCTbl HA HHOCTPAHHOM A3bIKeE,
PesyabraTsl o0yuennst no aucuuniimme:

1. AyanpoBanune: .
NOHIMATB HA CITYX AYTEHTHUHYIO peub 00LIero, MpogeccoHalbHON0 i HAYYHOro XapakTepa

-~ (DYHKLHOHANbHBIN THN KOMMETEHLNH:

2. 'oBopenne:

NPUMEHATb NPOPECCHOHANBHYIO NIEKCHKY H TEPMHUHONOTHIO, HEOOX0AUMYIO s Y(PPeKTHBHOrO 00LIEHNA B MPO(ECCHOHATBHOI Cpee
B paMKax CBO€H CNEeUHaIbHOCTH;

KpPeaTNBHO MBICJIHTD;

TBOPYECCKH MOJXOAMTb K PELICHHIO HOBbIX MPOGAEM N CHTYyalHil; caMOCTOSTENbHO TOTOBHTH H Jle/laTh YCTHbIE COOOLICHIHA Ha
NPO(ECCHOHAIBHBIE TEMbI, B TOM HHCAE C HCMONL30BAHMEM MYJIbTUMEAHIHHBIX TEXHONOTHIA,

- CMOCOOHOCTb K aHANIM3Y W CUHTE3Y HH(OopMaLKHHK:

3. YUrenne. [1o cnennanbHOCTH NOHUMAET OCHOBHOM CMbIC/ OPUIMHAIBHBIX HAYYHBIX TEKCTOB HA HHOCTPAHHOM A3bIKE.

4. IMTucbmo:

COCTABJIAT MHUCbMEHHbIE TEKCTHI HHPOPMATHBHOTO XapakTepa (coobLieHne, 10Kna, 0630p, HAYYHYIO H TEXHHYECKYIO IOKYMEHTALHIO ),
A€MOHCTPHUPOBATEL HABLIKH BAAEHHS OPATOPCKHUM MCKYCCTBOM: NPABHBLHO 1 AOrMYHO O(DOPMAATH CBOH MBIC/IH B ITMCbMEHHOI (hopMme.
- CMOCOOHOCTH K OLEHKE H 00001WeHHI0 yueGHOM CUTYaLny:

5. [ToaroToBHTB NPE3EHTALHIO, MPOCKT MO U3YUYEHHBIM TEMaM.

OcCHOBHBIE TeMbl, H3y4YaeMbl€ 110 ANCUHIIJIHHE

Moayab 1. Introduction to the subject

I.Information Security as a Multidisciplinary Field

2. Threats and Vulnerabilities in Modern Information Systems
3. Cryptography as a Foundation of Information Security
4. Information Security Management and Risk Assessment
5. Human Factor in Information Security

1.What Is Cryptology?

2. Symmetric Encryption

3. Public-Key Cryptography

4, Cryptographic Hash Functions

5. Cryptology in Everyday Life

1. Artificial Intelligence — Reinforcement Learning

2. Data Structures — Trees and Graphs

3. Operating Systems — Process Scheduling

4, Databases — Indexing and Query Optimization

5. Networking — TCP/IP Protocol Suite

[.Introduction to Intelligent Control Systems

2. Fuzzy Logic Control

3. Neural Network-Based Control

4 Model Predictive Control with Al Integration

5. Reinforcement Learning for Control

MoayJab 2. Stages of the subject

[.Network Security and Traffic Protection

2 . Malware Types and Defense Strategies

3. Authentication and Access Control Mechanisms

4. Data Protection and Privacy

5. Incident Response and Security Monitoring
[.Principles of Modern Cryptology

. Symmetric and Asymmetric Cryptosystems

. Cryptographic Hash Functions and Digital Signatures
. Post-Quantum Cryptography

. Foundations of Modern Cryptology

. Advanced Algorithms — Dynamic Programming

. Machine Learning — Convolutional Neural Networks
. Operating Systems — Virtual Memory

. Networking — Software-Defined Networking (SDN)
. Databases — Distributed Systems and CAP Theorem
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4brid Intelligent Control Systems
sdaptive Control in Intelligent Systems
. Expert Systems in Control
4. Intelligent Fault-Tolerant Contro]

5. Future Trends in Intelligent Control Systems

Module 3. Definition of the subject

I. Conceptual Foundations of Information Security

2. Advanced Threat Landscape and Attack Methodologies
3. Cryptographic Mechanisms and Trust Models

4. Risk-Oriented Security Governance and Compliance
5. Human-Centric Security and Cognitive Exploitation
I.Symmetric vs Asymmetric Cryptographic Systems

. Cryptographic Hash Functions and Their Applications
. Post-Quantum Cryptography

. Cryptographic Hash Functions and Digital Signatures
. Cryptology in the Contemporary Digital Era

. Cybersecurity — Public Key Infrastructure

. Artificial Intelligence — Reinforcement Learning

. Algorithms — Graph Theory

. Cloud Computing — Containerization

. Big Data — MapReduce Paradigm

. Neuro-Fuzzy Systems

. Intelligent PID Controllers

. Model Predictive Control with Machine Learning

. Reinforcement Learning-Based Control

. Intelligent Fault Detection and Diagnosis

W B W —Wn W — W B W

CnucoKk peKkoMeHAyeMbIX HCTOYHHKOB
JluTepartypa
OcHoBHasi: |
[.Rongmao Chen, Robert H. Deng, Moti Yung (pea.) — Information Security and Cryptology. 21st International
Conference, Inscrypt 2025. . .
2 Dusko Pavlovic & Peter-Michael Seidel — Security Science (SecSci), Basic Concepts and Mathematical Foundations
(2025)
3. Stuart J. Russell & Peter Norvig — Artificial Intelligence: A Modern Approach (4-¢ w3a., 2020)
4. Routledge (pasznsbie aBTopel) — Computer Science Textbook Series (svinycrku 20235)
5. Tiffany Timbers, Trevor Campbell, Melissa Lee — Data Science.: A First Introduction (2024)
6. Artificial Intelligence: A Textbook — Charu C. Aggarwal 2021.

JlonosHuTEILHASA:! | A
|.Jack Dougherty & llya I[lyankou — Hands-On Data Visualization (2021)

2. Empire of Al: Dreams and Nightmares in Sam Altman’s OpenAl — Karen Hao 2025.
3. Introduction to Al Safety, Ethics, and Society — Dan Hendrycks 2024.

MuTepHeT-pecypeobl:
MOOC: Academic Writing: The Structure of a Research Paper. Ha nnatgopme open.kaznu.kz.

l.

2. https://www.ebooks.com » en-us

3. http://dictionary.cambridge.org

4. http://www.ditext.com/russell/russell.html
5. http://www.fallacyfiles.org/taxonomy.htm|

2. METOJJMYECKUE YKA3AHMSI 11O BBINTOJHEHUIO 3AJAHUSI UTOTIOBOI'O KOHTPOJISI: CTAH/IAPTHbBIN
[MUCbMEHHBIN OFFLINE

RN

2.1. ®opma sk3amena: CranaaptHblit nucomenHblii offline. Muardopma: UC Univer

2.2. Leab nHCLMEHHOr0 IK3aMeHa: JIeMOHCTPHPOBATL OCBOCHHbIE BO BPEMSA H3YUEHHS AHCUHMIIMHBI pe3yabTarbl 00y UeHH s, HABbIKH
1 KOMIIETEHLIUH, YMEHHUE JIOPMYHO M3/1araTh CBOM MbIC/IH B MUCbMEHHOI (popme, apryMeHTHPOBAHHO 10KA3bIBATb CBOIO TOUKY 3PEHMS.
2.3. Oxuaaemble pe3yJibTaTbl BLINOJHEHHS 3aJaHHS:

OnauH OUNET MUCBMEHHOTO 9K3aMeHa COICPIKUT 3 BOMPOCA, BbIABAIOLULNE pe3y/ibTaTbl 00YUEHHS MO H3YUEHHOMY KypCy H
OLIEHHUBAEMbIE 10 ONMHUCAHHBIM HHIKE KPHTEPHUAM:

|-if Bonpoc - Kpumepuit 1. 3HaHue TeOPHH U KOHLEMLHH Kypca; JOTHYHOCThL H30KeHHs. Kpumepuu 2. [IoHHMaHHE H NOATBEPKACHHE




ACpaMH TCOPCTHUYCCKHUX MOJIOKEHHUH, U3laraeMblX B COACPIKAHHH Kypca.

onpoc: Kpumepu
4 BONP pumepuu 3. I[IpumeHenue n3GpaHHOM METOANKH H TEXHONOMMH K MHCbMEHHBIM MPaKTHYECKHUM 3adaHuAM. Kpumepuu 4.
JACKPBITHE H PELICHHE OCHOBHOW NpoOaeMbl, IaHHOI B NPaKTHYECKOM 3a1aHHUH.

C-
3-it BonpoC - Kpumepuii 5. OUEHHBAHUE U NHCLMEHHBIH KPHTHUECKHIT aHAH3 NPUMEHHUMOCTH BbIOPAHHOH METOZHKH K

0)XEHHOM
npet Y TIPAKTHUCCKOMY 3ananuio. Kpumepuii 6. O60CHOBaHMeE 0JTy4€HHOrO pe3ysbTaTa u3 CoOCTBEHHOI MPaKTHKH,
2.4, Ilpouenypa npoBeaenus 3x3amena.

2
2.4.1. CrannapTHblii nucbMeHHbI offline 3K3amen MPOBOAMTCSA B COOTBETCTBHH C YTBEPHAECHHBIM PACHCAHHEM.

42.3a 15 M1 : ; &
26 THYT 210 Havana nucbmeHuoro offline sx3amena JIeXKYPHbIH NpenoaaBaTeib OCYLLECTBAACT MPOBEPKY JTHUHOCTH
, r
00y4atoLINXCs N0 YA0CTOBEPEHHUIO JIMUHOCTH, pacca)knBaet 00yy4aroLMXCs Mo Nocaa0uHbIM MECTaM, YKa3aHHbIM B ABOYHbBIX JIHCTAX.

2.4.3. B ciyuae sBKM Ha mucbMeHHOTO offline 3K3aMeH NoaCTaBHOrO JIMLA ACXKYPHBIM MPENOAaBaTeIeM COCTaBIIAETCS
COOTBETCTBYIOIUUH aKT O Hapy WEHNN HacTOAWKX [1pasm.

2.4.4. Ono3nasiune o0yyaloliuecs Ha 3K3aMeH He A0y CKaKOTCA.

2.4.5. BO BpeMs 3K3aMeHa AeXYpPHbIii pPenoaaBaTesib OCYLUECTBIAET KOHTPOJIb coﬁmonemm 00yualoLHUMHCS MPaBUIT NMOBEACHHS
COTJIACHO YTBEPXACHHON MHCTPYKUMH.

2.4.6. ITo OKOHYAHKH BPEMEHH, OTBEAEHHOTO Ha IK3aMeH (2 aCTPOHOMHUECKHUX Yaca), AeXKypHbIH NpernonaBaTeb:
|) cobupaeT 3k3aMeHaLHOHHbIE pabOThI;

2) MPOCTABIISET B KK /A0M paboTe 3HAK OKOHUAHMA HanUCaHus paboT B IMCTAX OTBETOB — AUTEPY X;
3) MPENOCTABIAET JIMCTHI OTBETOB BMECTE € SABOYHBIMH JIMCTAMM Ha WM(PPOBAHHE CNIELUATUCTY AEKaHATa.

2.4.7. B cnyuae 3a1epKK1 NpefocTasieHns padoT A1 Wwr(poBaHUs CrIELUATHCTY 1eKaHaTa COCTAB/IAETCA COOTBETCTBY FOLLHH aKT C
MOC/IENYIONM NPUBJCYEHHEM K OTBETCTBEHHOCTH BHHOBHbIX JIHILL

L L. o

2.4.8. Ha sk3ameHe 00y4aiommmes 3anpetuaercst MMeTh npu cebe W/HmH HCroab30BaTh WNaprajiki, COTOBbIE TeNE(OHbI, CMapPT-4achl H
JIPYTU€ TEXHUYECKHUE U MHbIE CPeACTBA, KOTOPbIE MOIYT ObITh HCNOJBb30BaHbI JIs1 HECAHKLIMOHHPOBAHHOIO A0CTYMA K

BCIIOMOTraTesbHOM MHGOopMaLnu, 3anpeluaeTcst pa3ropapuBaTh ¢ APYrMMH 00yUatOLMMHUCS H MOCTOPOHHHUMH JIMLIAMH, 3aNHChIBATD
OHO w/nnu uHble UAEHTH(UKALMOHHbBIE 3aIUCH B OTBETAX.

2.4.9. Ecnau oOyuaronmiics SBUICA Ha 9K3aMEeH ¥ OTKasajcs OT OTBETa 1o OusieTy, caaya dK3aMeHa OLUEHHBACTCA KaK OLEHKA « F».
2.4.10. TIpu OTCYTCTBUM YBAXKHTELHON MPHYHMHBI HEABKA HA 9K3aMEH OLEHMBAETCS KaK OUeHKa «F».

2.4.11. B ciyyae HapylueHus o0y4alolMMCcs OHOTO WK HECKOJIbKHX U3 JaHHbIX MyHKTOB 3alOJHACTCA aKT aHHY/IHPOBAHHA
YK3aMEHALMOHHOI paboThl (aanee — AKT), BbicTaBaseTcss oueHka «F» («Hey0BIeTBOPHTENIBHOY ) 32 AHCLIUTLTHHY.

2.4.12. 3a noBTOpHOE HapylueHue HacToawmx [1paBun Ha sk3ameHe, 00yUatOLLHMIiCA NPeACTaBAAETCS K PACCMOTPEHHIO Cosera
(hakynbTeTa o DTHKE.

2.4.13. UTorosas oLeHKa no AUCLMIIMHE MOXKET ObITh aHHY/IMPOBaHA B TEYEHHE | MecsALa Moc/e NPOBEACHHA IK3aMEHa, B CllyHae
BBIABJIEHHS HAPYLUEHHs 00yUaloIUMCa HHCTPYKUWH A5 MPOBEACHHS HTOrOBOrO KOHTPOJIS ¢ MPUMEHEHHEM AHCTAHUHOHHbIX
00pa30BaTENbHBIX TEXHONOTHIT /MM NPaBHJl MOBEACHHSA HA IK3aMEHE: HCTIOJIb30BAHHE LINAprajok, COTOBbIX TeJIE(OHOB, BEACHHE

[eperoBOPOB M T. JI. Ha OCHOBAHUH 3arKCel ¢ BUAEOKaMep HaOMOACHHUS C 3aN0NHEHHEM AKTA. AKT aHHYJIMPOBAHHIO 00KANOBAHHIO H
aneJUI UMK HE MOIEHKHT.

2.4.14. Bce HapyLIeHUs Ha 9K3aMeHax 3aHOCATCS B TPAHCKPUIT 00y4alowerocs.

o

3. TOJIMTUKA OLUEHWUBAHWSI
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